MediLedger DSCSA Pilot Project
Matt Sample, VP Manufacturing Operations
AmerisourceBergen
AmerisourceBergen
1300 Morris Dr.
Chesterbrook, PA 19087
MSample@amerisourcebergen.com
414-374-6504

1

Table of Contents
FDA Pilot Request: Drug Supply Chain Security Act, 2023

2

Table of Participants

2

Acronyms

4

Pilot Description and Report Overview

4

Executive summary

5

Working Group Approach

6

Guiding Principles

7

Technology Solution

8

High Level System Requirements

9

Solution Overview

9

Test User Interface

11

System Performance

11

Standards

13

Exception Handling

16

Suspect or Stolen Product Scenarios

20

System Adoption

23

Authorized Trading Partners

25

Vision for Use of Blockchain

26

Solution Overview

26

Guidelines for Governance

29

Blockchain Interoperability

31

Summary/Next Steps

33

1

2

FDA Pilot Request: Drug Supply Chain Security Act, 2023
At the beginning of 2019, the FDA requested pilot projects that can demonstrate
capabilities or address issues expected in the execution of an electronic interoperable
system as outlined in the Drug Supply Chain Security Act (DSCSA). Focusing on the
enhanced requirements designated to go into effect in 2023 for package-level tracing,
the FDA has requested reports from pilot activities in late 2019 / early 2020 that can
inform the agency and industry stakeholders as to possible ways forward to enable
compliance with the regulation.
The MediLedger Project brought together companies starting in 2017 to explore using
blockchain technology to address the interoperability requirements as outlined in
DSCSA. That participation grew to ensure we could meet the FDA’s pilot request to
represent all aspects of participants in the drug supply chain. Our intention is to deliver
a review of how a blockchain based solution could address industry wide
interoperability, regardless of participant size, function, or business interest. We wanted
to ensure that not only compliance with the law could be met by all parties, but also that
potential additional FDA regulations for the increased security of prescription medicines
could be achieved.
It is the workgroup’s belief that, in the absence of a central point of data sharing as
other countries have chosen to implement, the US supply chain will suffer as companies
struggle with keeping data accurately and completely shared across a wide variety of
partners, systems and technical formats. This means that in the event of a significant
public health crisis, stakeholders and agents will struggle to locate and quarantine
suspect product in a timely manner, continuing to put patients’ lives at stake. We believe
we have demonstrated that a well-designed, industry-leading, neutral platform (or well
managed interconnected platforms) using the advancements of technology like
blockchain can avoid these significant risks.
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Acronyms
•
•
•
•
•
•
•
•
•
•

FDA – Food and Drug Administration
DSCSA – Drug Supply Chain Security Act
zk-SNARKs - Zero-Knowledge Succinct Non-Interactive Argument of Knowledge, a
mathematical proof concept where possession of information can be proven without
revealing that information
TI – Transaction information
HIN – Health Industry Number, administered by the Health Industry Business
Communications Council
DEA – Drug Enforcement Agency
HDA – Healthcare Distribution Alliance
CCoO – Confidential Change of Ownership
API – Application Program Interface, a set of routines, protocols, and tools for building
software applications
GTIN – Global Trade Item Number, a family of GS1 global identification data structures

Pilot Description and Report Overview
The MediLedger Pilot was an exploration of the feasibility of using blockchain
technology to create an electronic interoperable system as required by the Drug Supply
Chain Security Act (DSCSA) in 2023. Chronicled, a technology company, led the
discussions and analysis. The participants represent a broad group of industry
stakeholders:
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●
●
●
●
●
●
●
●
●

brand manufacturers
generic manufacturers
virtual manufacturers
wholesale distributors
regional distributors
pharmacy chains
reverse logistics
3PL / transportation companies
industry standards bodies

Chronicled’s commitment to the industry is to identify how blockchain technology can
best serve the overall industry by providing technical and industry expertise along with
an objective viewpoint. Their role was to educate companies on how a blockchain
based solution could work, and then document the industry’s feedback, describing
alignment or differences of opinion. The intention of this pilot is to capture the pharma
industry’s perspective and potential for a blockchain-based interoperable system for
enhanced unit level tracking.
At each step of the pilot we were mindful of anti-trust issues to ensure an open and safe
dialogue could take place.
This report is broken down into four parts:
● An executive summary to outline the conclusions established in this pilot work
● The approach taken by the group to establish the solution
● A review of the technical approach, along with discussions of specific operational
risks
● A vision for use of blockchain

Executive summary
The MediLedger FDA Pilot Project brought together some of the world’s leading
pharmaceutical manufacturers, wholesale distributors, pharmaceutical dispensers,
logistics companies, professional organizations, and standards bodies to explore the
potential of blockchain technology in the track and trace of prescription medicines. Our
scope was to evaluate the feasibility of a blockchain based solution for compliance with
The Drug Supply Chain Security Act (DSCSA) requirements related to the
interoperable, electronic tracing of products at the saleable unit and homogenous case
packaging level.
Based on business requirements and guidance from our project team, we developed a
blockchain-based system for tracking the legal change of ownership for prescription medicines
in the United States. In summary, the project team has drawn the following conclusions:
● Through this project, we have shown that blockchain has the capability to be the
technology underlying an interoperable system for the pharmaceutical supply chain, as
5
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mandated by DSCSA, while leveraging GS1 Standard Electronic Product Code Information
Services (EPCIS) messaging standards. When using a single blockchain solution,
transaction throughput, speed, and reasonable cost can be achieved to meet
stakeholder needs.
●

Data privacy requirements of the pharma industry (Manufacturers, Wholesale
Distributors, Dispensers, and 3PLs) can be solved for by using “zero knowledge proof”
technology, where all transactions posted to the blockchain are fully obfuscated,
ensuring no confidential information or business intelligence is shared. The design
allows for nodes in the blockchain system to be hosted by multiple unique parties while
maintaining strict transactional privacy and still ensuring immutability of the transactions.

● A blockchain system can be capable of validating the authenticity of product identifiers
(verification) as well as facilitating the provenance of saleable units back to the
originating manufacturer.
● The authenticity of the drug transaction information can be confirmed with each
transaction allowing for expedited suspect investigations and recalls.
● The group believes that should a blockchain ecosystem be created as a possible
solution to the DSCSA interoperable solution requirement, it should have an open
system architecture with an appropriate governance to oversee the function of the
system and ensure compliance with industry agreed business rules and standards of
operation.
● Governance should come from the industry itself
● The trust established by a blockchain system can be leveraged for a myriad of
additional business applications to the pharmaceutical industry, allowing for
compounding benefit for this industry once such a platform is established.
● As we see from every step of implementation of DSCSA, this is a complex solution that
will require a stabilization period. The implementation date and the FDA enforcement
date could be separate and planned in advance.
● The long-term success of a truly interoperable blockchain-based solution will require
strong participation and adoption from all industry stakeholders (manufacturers,
wholesalers, dispensers, service providers, etc.).
● There are clear challenges with making disparate track and trace systems
interoperable. The project group is concerned that no standards currently exist to make
the multiple systems interoperable, and without appropriate standards, it is not likely
that disparate systems can be made successfully interoperable.

Working Group Approach
The original MediLedger Project working group was established in 2017 to bring
together representatives from leading pharmaceutical manufacturers, wholesale
distributors, supply chain management experts and various companies to develop
business requirements for an interoperable system to meet the 2023 DSCSA
requirements. A technical, working prototype that met the industry requirements and the
DSCSA requirements was created. In the current FDA Pilot Project, we have added to
that work to identify additional components of the future solution. The accomplishments
of both efforts are:
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● Modeled events in a serialization data exchange environment for prescription
drugs using a blockchain-distributed ledger system
● Developed and proposed a business and financial model that allows for the
participation of the different industry stakeholders
● Identified potential issues with system performance and capabilities
● Defined the potential IT architecture of an electronic interoperable system
● Shared blockchain knowledge, separating reality from hype
● Demonstrated how blockchain technology may be better suited than other
solutions to meet DSCSA requirements while providing other strategic
advantages
● Identified industry standards in use for the solution, and standards that would
benefit the industry
● Outlined how the system could facilitate solving system and process errors and
identify nefarious behavior
● Defined human factors that could present implementation challenges
● Identified a process for onboarding and managing authorized trading partners
● Described possible governance of the system
● Showed how the MediLedger solution could be interoperable with standards like
EPCIS
● Created a value proposition for the MediLedger solution
The working group considers that consortium-based software development has proven
to be more cost efficient, have higher quality, and show a quicker time to value than
traditional unilateral development efforts. Within the consortium, all members share in
the development effort to include costs, requirements and testing. The output is a
single code base that can be deployed by each company with a high degree of
interoperable certainty. This is accomplished by using docker and Kubernetes
technologies to build software containers. These software containers can be run by
individual companies regardless of their infrastructure implementation.

Guiding Principles
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The current market of companies offering blockchain based solutions holds a wide
variety of approaches. We feel strongly that key principles need to be followed to meet
the “ethos” of blockchain and the value that sets blockchain apart from current
centralized solutions. This goes beyond simply decentralized operation. Here are the
key operating principles:
1. Industry-First – The Members aim to address industry problems and needs that
require collaboration. New protocols and functionalities are prioritized based on the
benefits delivered to the trading partners.
2. Increase Safety- The solution should meet or exceed DSCSA requirements and
advance patient safety and facilitate the gathering of critical information in the event of a
dangerous product.
3. Inclusive - The Network is designed to ensure all qualified healthcare industry
companies can participate, with no barriers based on size or subjective criteria.
4. Fair - All Members have equal opportunities to develop their businesses because the
Network facilitates connectivity across all Members. Ensure that costs and benefits are
achievable and balanced.
5. Company Controlled Data - By leveraging the blockchain and confidential data
exchange, the Network is designed to ensure that each Participant’s Private Data is
owned by such Participant, and each Participant has full control of who and how it
shares its Private Data with business partners or for profit. There are misperceptions
that Blockchain means full transparency, and that all data needs to be shared with all
parties. This is fundamentally not true, and we feel important to clarify: blockchain can
enable validation of transactions without requiring data to be shared.
6. Location and Status Visibility - One of the keys features of the solution is the
ability of the system to know the location and status of a uniquely identified
product at any time.
7. The Point of Dispense as Last Line of Defense – Countries following the EU
Falsified Medical Directive are focused on the importance of capturing the
dispense event to “retire” the serial number and allow the point of dispense to be
fully informed of any issues on the status of a product such as stolen, recalled or
a non-valid serial number. However, this is not part of the DSCSA requirements
and therefore the US will not benefit from this level of visibility. As the Pew
Charitable Trust mentioned in their 2013 testimony to US Congress on the key
elements of a national system, cases of invalid or duplicated serial numbers have
happened in the US and could be avoided if the serial number is retired after the
drugs were dispensed from the pharmacy. The workgroup participants recognize
that DSCSA does not require such scanning and feel it is critical that dispensers
and the FDA join efforts like MediLedger to help determine how to resolve this
remaining challenge.

Technology Solution
The overall vision of our work was to create a system that could confidentially track the
change of ownership of prescription medicines without requiring trading partners to
8
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reveal data to each other or require a centralized system to hold the information. Our
belief is that a neutral industry platform, which does not exist today, would enable the
facilitation of information exchange and proactive validation of rules that would highlight
immediately if there were reasons to believe the product was suspect. We believe there
is a significant need for such a platform in the US and it would bring the critical benefits
that other countries are experiencing with government or consortium run systems
without the drawbacks of such approaches.
This section outlines the technical approach taken to achieve this result, standards that
already exist and potential gaps in standards, and discussion of some of the concerns
around the realities of how the supply chain would operate that could add complexity to
such a rigorous rule enforcement system. We believe that such a solution allows the
industry as a whole to drive the design so that any misalignment can be identified
quickly and solved in a collaborative way that is focused on drug safety.

High Level System Requirements
● Enable every authorized organization in the Pharma industry to plug into the
system
● Ensure 100% privacy of data committed to blockchain ledger with zero leakage
of business intelligence
● Process 2000+ transactions/second (as determined by industry peak shipment
windows)
● Complete verification requests in less than 1 second
● Create specifications to solve aggregation/deaggregation, saleable returns, and
exception handling
● Create a level playing field to eliminate potential for vendor lock-in

Solution Overview
The solution uses three core technologies:
1. Private messaging between Clients to exchange confidential messages between
Trading Partners by leveraging EPCIS standards.
2. Blockchain as a shared, immutable ledger to register the proof of the authenticity
of transactions and execute smart contracts. The blockchain will enforce
business rules, such as only one company can have legal ownership of a
serialized unit at a given time (no double transfer).
3. zk-SNARKs to further enhance privacy by ensuring no business data is revealed.
The key design pattern of the solution focuses on the handling of a serialized unit. Each
unit is managed as a non-fungible token with the custody assigned to a trading partner.
Custody of a serialized unit can be transferred, and the transfer function is governed by
the smart contract deployed on the blockchain. Smart contracts can be designed to
enforce business rules which are agreed upon across the industry or across trading
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partners. The current custodian initiates the transfer and the recipient of the transfer
needs to accept it in order to complete the transaction.
The system will ensure that only the authorized manufacturers of a particular product
can provision their own serialized units on the blockchain. Then a transfer of a serialized
unit (SU) between a trading partner (TD1) and second trading partner (TD2) is
described in this diagram (logic is included below):

● TD1 Client is instructed via an API call to initiate the transfer of SU to TD2.
● TD1 Client calculates its side of the blockchain transaction, which contains
hashes of its secret values and a TD1 mathematical proof named P1.
● TD1 Client prepares an EPCIS message with proper instructions about the
transfer (i.e., shipment in a GS1 BizStep).
● TD1 sends a private message to TD2 containing EPCIS data and the TD1 side of
the blockchain transaction.
● TD2 formally validates TD1 message and prepares its side of the blockchain
message that contains hashes of its secret values and TD2 mathematical proof
named P2.
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● TD2 posts the transaction to the blockchain.
● The smart contract validates the transaction by verifying both proofs P1 and P2.
If valid, the smart contract updates its state by incorporating the hashes
submitted in the transaction as part of the new state. These new hash values
represent the transfer of custody of SU from TD1 to TD2.
● When utilized in a serialized pharmaceutical supply chain, this process could, for
example, move the ownership of a serial number from a distributor to a dispenser
in a validated and controlled way. This process ultimately allows a recipient to
ensure the matching serialized barcode they are accepting has a fully confirmed
chain of custody.
Multiple variants of the solution were implemented and tested in order to confirm
specific properties of the system.

Test User Interface
A test user interface was created in the MediLedger Change of Ownership (CCO)
prototype for purposes of illustrating the transactions and showing which information is
stored on the blockchain. This user interface (UI) would not be part of the completed
MediLedger CCO system.

System Performance
The system performance of the MediLedger CCO protocol was designed to meet
business requirements for transaction throughput, which considered the number of
prescription medicines in the US (4.5B/year) and an estimate of the number of
11
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transactions per unit sold (estimate = 6). This resulted in this calculation for the average
number of supply chain transactions per second:
(4,500,000,000 x 6) / (365/24/60/60)
# of transactions / number of seconds in a year

=

856.16 transactions/second

The business requirement was 2000 transaction/second.
The results of performance system design are cost-effective performance improvement
and accelerated business results. And the key factors for system performance for
MediLedger are
•
•
•
•

Proof generation on the client
CPU bound and memory bound factors
New Jubjub elliptic curve increases performances 5x
Industry hosted

The steps for proof verification which contribute to performance are:
•
•

Storing transactions and state
Spring proofs and hashes

The storage bound parameters
•
•

74 MM transactions/day
2,000 transactions/second

These node storage metrics were defined based on the transaction estimates:
•
Number of Tx: 66.5B
•
Theoretical storage (based on Ethereum protocol specs):
o
o

•

Actual storage (tested on Parity):
o
o

•

7 years without transaction pruning: 399TB
7 years with transaction pruning (excluding last year): 111.8TB

Costs of consumer-grade storage purchase
o
o

•

7 years without transaction pruning: 100TB
7 years with transaction pruning (excluding last year) 26TB

100TB: $4,000
400TB: $16,000

Node cost for entire Pharma Industry: $5-10M/year

And the client performance was estimated using two different AWS server
configurations:

AWS Server Proofs/Sec

Hashes/Sec

Instances
v.1

Instances
v.2

Instances
v.2 with
Jubjub
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x1.32xlarge

2,000

V1: 4,600
V2: 46,000

45

445

89

c3.8xlarge

2,000

V1: 4,600
V2: 46,000

158

1,580

316

V.1 – Presented in the demo, based on a hashmap (SGTIN hash -> Custody Hashes)
V.2 – Based on a Merkle tree with absolutely no linkage amongst transactions

The performance conclusion was that cost of storage and client computing was
reasonable for a MediLedger track and trace system which would support all of the drug
movements of prescription medicines in the US and store this data for seven (7) years.
The MediLedger system could be engineered to meet the business requirement for
2000 transaction/second and would be adequately fast to perform these transactions in
near real-time.

Standards
There are a number of standards that the industry has developed that will play a key
role in developing interoperable systems to meet the 2023 DSCSA requirements. The
intention is to design a solution that relies on existing standards where available rather
than create new standards. GS1 has developed standards for Identifying Products
(GTIN), Locations (GLN), and Logistic Units (SSCC) Capturing 2D barcodes (GS1
DataMatrix), linear barcodes (GS1-128) and Sharing data with EPCIS. The lightweight
Messaging Standard was developed to support DSCSA Verification of Returned
13
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Product Identifiers. This was developed at the recommendation of the HDA Verification
Taskforce and solution provider driven work groups.
We are encouraged by the efforts the PDSA workgroups have launched to develop
such a governance model, but significant work remains, and we believe that all sectors
of the supply chain, federal and state officials will need to be engaged and participate.

Existing industry, GS1 US, and Solution Provider Work
1. Business requirements document
○ Business requirements for requesting, responding and enabling processes
for VRS
2. Solutions architecture reference document
○ A framework for defining the recommended VRS components and the
necessary system architecture to support saleable returns
3. Lookup directory
○ Requirements for connectivity information upload to the LD and LD
synchronization using blockchain.
○ Requirements for connectivity information upload to the LD and LD
synchronization using non-blockchain.
○ Translation software to sync a blockchain LD to non-blockchain LD.
4. Request-Response messaging standard
○ The format and content for the Request and Response messages
5. VRS governance body charter
○ Requirements for governance and stewardship including the group’s
intended objectives, proposed responsibilities, planned activities, expected
deliverables, and overall operational parameters and logistics.
GS1 US Implementation Guideline for Applying GS1 Standards for DSCSA and Traceability
1.

2.

3.

4.

GS1 Lightweight Messaging Standard for Verification of Product Identifiers
○ Standardized lightweight messaging framework for asking such verification
questions and receiving actionable information that immediately enables the
requesting party to determine whether to accept, reject or quarantine a
product instance
Global Traceability Standard for Healthcare
○ GS1 numbering, Automatic Identification Data Capture (AIDC) and data
communication standards that must be in place for traceability
Electronic Product Code Information Services (EPCIS)
○ Standards to define EPCIS which enable disparate applications to create and
share visibility event data, both within and across enterprises
Healthcare GTIN Allocation Rules
○ Consistency in the use of data structures worldwide and specific Point-of-Sale
14

15

requirements for Prescription & Non-Prescription healthcare items
Healthcare GLN Implementation Guideline
○ Implementation guidance for the use of the GS1 Global Location Number
(GLN) in healthcare

5.

In our discussions in August 2019, pilot participants also identified standards that will be
needed for the 2023 implementation of a confidential change of ownership system.
Nearly everyone agreed that the four main standards that need to be developed are:
•
•
•
•

GS1 Guidance on how to use EPCIS to update product identifier status with
downstream trading partners.
Assuming multiple blockchains and non-blockchain networks may exist, datagram
standards on what is being stored and standards on business rules to store that data.
Processes to ensure authorized trading partner identification.
Standards and Protocols for recall and alert notification

Many participants in the MediLedger pilot also thought that testing and performance
standards would be important to develop, and others also stated that exception
handling and status standards should be developed. Nearly all pilot project members
believe that GS1 should be the recognized international standards body driving these
standards. GS1 will be critical to developing these standards, in addition to other
groups that may be outside the industry like BiTA (Blockchain in Transportation
Alliance) who are working on technical standards.
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We are fast approaching the time that this standard development should begin with half
the group stating that it should start immediately, and the other group stating that
development needs to start in 2020. Participants highlighted that a relatively simple part
of interoperability took the workgroups three years to reach a point of use and we
expect the 2023 requirements will be significantly more complex.

Exception Handling
Blockchain technology as the basis for a neutral industry governed platform has a
distinct advantage in its ability to make exception handling significantly clearer and
easier to manage. In a point to point system network, systems can become quickly
misaligned and cause disruption of product flow or dangerous product to go unnoticed.
As product moves along the supply chain and ownership changes from upstream
partner to downstream partner, there are four main exceptions that could happen in a
confidential change of ownership system. In developing these exception handling
scenarios, we assumed that we would have full or nearly full participation in one or more
interoperable systems. In addition, the following guidelines were used:
● The objective is to reduce interruptions to the flow of medicines (receiving,
shipping)
● The business rules and conclusions do not have to be unanimous. The system
could be configurable based on participant agreements and governance.
● Product verification can be a tool to manage exceptions and allow transactions to
continue.
● The exceptions can manifest themselves at multiple steps in the supply chain but
for simplicity we will simulate exceptions at the distributors.
The project group had a vital discussion about how the TI (transaction information) will
be updated if the blockchain data is immutable. While it is true that the data on the
blockchain cannot be changed or “corrected”, another transfer could be initiated with the
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data correction which would create a new transaction that corrects the original
transaction. In addition, there was a lot of discussion on whether a product verification
could be done to correct the TI information, but it was unclear whether or not this would
be acceptable to the FDA. This approach is similar to the way that many official records
systems work such as car or home titles where corrections to records are made with
original incorrect entries left for historic visibility.
In order to avoid a cumbersome corrections process that could delay product and add
unneeded cost to the overall supply chain, general principles are needed to enable
efficient correction of problems. This is one significant area that the group felt the FDA
could add clarity to by providing guidelines for flexibility in correcting system records
with sufficient checks and reliability.

These are the exceptions that were identified. Note that in all scenarios, a product
verification can be done to confirm the correct production information, and if that
verification fails, the product should be treated as suspect. There are additional suspect
product scenarios in the next section.
No.

Exception

Description

MediLedger

1

Missing File @
Receipt

Product received @ DC, but EPCIS file
was not received for the shipment.

Product No Data during
Receipt
File Missing

2

Product Overage
@ Receipt

Product received @ DC, EPCIS file
received, but serial number scanned
not in EPCIS file.

Product, No Data during
Receipt
Overage

3

Product, no Data
@ Pick

Product picked, but no serial number
found in distributor’s system

Product No Data during
Shipping Txn

4

Data, no Product
@ Receipt

Received more data than products
received.

Data, No Product during
Receipt

Each scenario was reviewed with the above guidelines in mind, and the group was able
to decide what actions the system should take to facilitate a solution. Each scenario
below includes the conditions under which the exception may occur, and systemic
solution.

No.
1

Exception

Description

MediLedger

Missing File @
Receipt

Product received @ DC, but EPCIS file was
not received for the shipment.

Product No Data during
Receipt
File Missing
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Conditions
EPCIS transaction
failure
Incorrect EPCIS file sent
by seller

Systematic Solutions

1.
2.

Send a peer to peer message to the seller and request the EPCIS file
Send a verification request to the Mfr and upon response:
a. VERIFIED: treat the product like a saleable return
b. VERIFIED: automatically create a MediLedger transfer
transaction
c. NOT VERIFIED: indicate the product is suspect

In this scenario, the group noted that the TI may need to be completely resolved by the
seller rather than doing verification. The current process of addressing a missing or
incorrect ASN file is treated with urgency and the record is corrected before processing
continues. The sending and receipt of a peer to peer message would need to be time
bound, and an escalation process would need to be created to ensure the issue is
resolved quickly.

No.
2

Exception

Description

MediLedger

Product Overage @ Product received @ DC, EPCIS file
Receipt
received, but serial number scanned not
in EPCIS file.

Conditions
Seller sent more product than was
ordered
EPCIS file was missing product that was
ordered

Product, No Data during
Receipt Overage

Systematic Solutions

1.
2.

Send a peer to peer message to the seller and
request the EPCIS file
Send a verification request to the Manufacturer
for the extra product and upon response:
a. VERIFIED: treat the product like a saleable
return
b. VERIFIED: automatically create a
MediLedger transfer transaction
c. NOT VERIFIED: indicate the product is
suspect

In Exception Scenario 2, it was noted that the manufacturer would need to know which
SN was received that was not in the EPCIS file. In addition, the group was split on
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whether or not a verification request should be sent in order to receive the product.
While 73% of the group did believe the verification request should be sent, 36% of the
group did not.

No.
3

Exception

Description

MediLedger

Product, no Data
@ Pick

Product picked, but no serial number
found in distributor’s system

Product No Data during
Shipping Txn

Conditions
Aggregation errors

Systematic Solutions

1.
2.

Send a peer to peer message to the shipper and describe the error
Send a verification request to the Mfr and upon response:
a. VERIFIED: treat the product like a saleable return
b. VERIFIED: automatically create a MediLedger transfer
transaction
c. NOT VERIFIED: indicate the product is suspect

In this scenario, the project group was relatively aligned on the systematic solution.
Everyone believed that the seller should be automatically notified when the EPCIS file is
missing, and that the trading partner should require verification in order to receive the
product. In fact, there was concern over how the TI would be corrected and that it might
make more sense to do a verification first since there is no TI to associate the product
with at this point.

No.
4

Exception

Description

MediLedger

Data, no Product
@ Receipt

Received more data than products
received.

Data, No Product during
Receipt

Conditions
Shipment was short or
never received
EPCIS file was incorrect

Systematic Solutions

1.
2.

Send a peer to peer message to the shipper and describe the error
Automatically create a MediLedger transfer transaction back to
the manufacturer.

The project group was also very aligned on the response needed for Exception
Scenario #4. The seller should be notified that there has been data received but no
product, and that the system should automate a transfer back to the manufacturer of the
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extra serial number. The manufacturer (or upstream trading partner) will need to ensure
that they are in possession of the product or investigate the missing product. The group
stated that it will be difficult to reconcile to the level of SN at first due to packaging and
other systems that would also need to be reconciled, but this will be required for the
solution to fully function.

Suspect or Stolen Product Scenarios
One of the main goals of the DSCSA is to eliminate suspect stolen, counterfeit or
otherwise harmful and counterfeit pharmaceuticals in the supply chain. The project
group had three main goals in mind when identifying the following four suspect product
scenarios and the systematic solutions to these suspect product scenarios.
● Identify suspect product in the supply chain
● Do not resell product that is suspect
● Distinguish between data errors for a legitimate product and a suspect product as
quickly and clearly as possible
As noted above, exception handling scenarios could result in identifying suspect
product also.
Four suspect product scenarios were identified, and the systemic solutions are included
below:
● Duplicate serial number
● Product status is suspect/expired/recalled/destroyed/stolen
● Product with incorrect provenance
● GTIN doesn’t exist

No.
1

Exception

Description

MediLedger

Duplicate serial
number

Product scan shows the SN exists in
two places

SN already exists

Example:
● McKesson scans a product they believe has arrived from the manufacturer
● Notified by the MediLedger system that the same SN for that same product exists
at FFF right now
Conditions

1.

Mfg or
downstream
trading partners
introduces

Systematic Solutions

1.
2.

Send a peer to peer message to the mfg for notification of
duplicate SN
Send a peer to peer message to all custodians of the duplicate
SN
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2.
3.

No.
2

duplicate SN
Error in data scan
Suspect product
introduced into
the supply chain

3.

Mark this product as suspect

Exception

Description

MediLedger

Product status is
recalled/destroye
d/etc.

Product scan: previously recalled or has
been destroyed, etc.

Bad product status

Example:
● Cardinal Health scans a product upon receipt back from a retailer
● Notified by the MediLedger system that the product has a status of destroyed
Conditions

1.
2.

3.

No.
3

Data issue
Product should
be been
recalled/destroye
d but was
diverted
Suspect product
introduced into
the supply chain

Systematic Solutions

1.
2.
3.

Send a peer to peer message to the mfg for notification of bad
scan
Send a peer to peer message to the previous custodian of the
product
Mark this product as suspect if it is previously recalled or
destroyed

Exception

Description

MediLedger

Product with no
provenance

Downstream trading partners scan product
and find no previous transaction history

No provenance

Example:
● Walmart scans a product and finds that there is no previous owner in the supply
chain
● Notified by the MediLedger system that there is a provenance issue
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Conditions

1.
2.

3.

No.
4

Data error in
scanning
Product sent to
wrong trading
partner, or trading
partner down the
chain
Suspect product
introduced into
the supply chain

Systematic Solutions

1.
2.
3.

Send a peer to peer message to the mfg for notification of no
provenance
Send a peer to peer message to the previous custodian of the
product
Send a verification request to the Mfr and upon response:
a. VERIFIED: treat the product like a saleable return
b. VERIFIED: automatically create a MediLedger transfer
transaction
c. NOT VERIFIED: indicate the product is suspect

Exception

Description

MediLedger

GTIN doesn’t
exist/isn’t correct
for the US

This GTIN does not exist in lookup
directory or is not for the US market

No GTIN, bad GTIN

Example:
● Walgreens scans a product received from distributor
● Notified by the MediLedger system that there this GTIN does not exist in the
system

Conditions
●
●
●

Data error in
scanning
Product is from
another market
Suspect product
introduced into
the supply
chain

Systematic Solutions
1.
2.
3.

System to check for a 3 in the third position to ensure
US product
Send a peer to peer message to the mfg for notification
of no GTIN
Send a verification request to the Mfr and upon
response:
a. VERIFIED: treat the product like a saleable return
b. VERIFIED: automatically create a MediLedger
transfer transaction (How do we create then
entire provenance?)
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c.

NOT VERIFIED: indicate the product is suspect

System Adoption
The project held a workshop on system adoption and barriers to system adoption. We
started with the definition of an “interoperable system” and the group was unanimous
that the definition is amongst the trading partners, not simply between two adjacent
trading partners.

In any interoperable system, it can be expected that all changes of ownership must be
tracked in order to ensure a safe supply chain. The lack of full participation can
ultimately create blind spots that can break the chain of custody. While the workgroup
recognizes that a single entity owned system is unlikely and carriers with it some
significant risks, there is also significant risk that data will become misaligned and
incorrect as the number of interconnected systems grows. It is our belief that the key to
success will require a well formed and FDA supported independent consortium to help
the industry create aligned and effective standards of interoperability.
In discussing the barriers for full adoption, comfort with blockchain as a technology and
data ownership were the main concerns. The second concern that arose was whether
or not there will be full adoption by the industry. There are 1300+ manufacturers and
100+ distributors, and over 67,000 dispenser locations. The project group felt that
critical mass would be achieved when 80 to 90% of the industry adopted the solution.
The complexity of the network will mean that system adoption and system
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interoperability will be key to complying with the 2023 DSCSA requirements. Additional
factors for full adoption are (in order of concern from most to least):
•
•
•
•
•
•
•
•
•
•

System governance will be a challenge to work out (including system support between
participants)
Lack of clarity around interoperability
Costs for smaller industry players
Lack of standards across the industry
Law does not require pharmacies to book returns
System security
A single system provider becoming a monopoly
Expectation that enforcement dates will be pushed out
Worldwide approach to verification/track and trace differs between regions
Technical feasibly of actual different technology, and specifically blockchain network,
interoperability

When considering which factors could contribute to increasing awareness of the
requirements for track and trace, the following solutions were identified:
•
•
•
•
•
•

More education to all parts of the industry (learning sessions, webinars, etc.)
Prototype with well published results and benefits
Engagement between all trading partners in the industry
Establish a governance process
Communication through industry forums
Increased participation of dispenser segment

The group considered the question of whether or not there is a perception that
blockchain technology is too “new”, and this may affect adoption of a blockchain
solution. The group was split on the answer, with 40% believing that there is a
perception that the technology is too new, while 40% felt that it is not a barrier to
adoption. There is also an idea outside the blockchain industry that blockchain systems
can be slow and cumbersome. However, with the architecture that was developed for
the MediLedger Network, the system was designed to be scalable and very fast,
avoiding the pitfalls of a system like Bitcoin.
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There are also positive factors that will drive adoption. The group found the following
characteristics will help the industry adopt an interoperable system (in order of
importance from most to least):
• Safety and security of the supply chain
• Creating an interoperable system for the industry can be the basis for future
industry efficiencies
• Chargebacks simplification
• Supply chain optimization
• Process simplification
• Data marketplace for financial aspects of trade
• Improved system efficiencies
• Cold chain monitoring
• Cost and ease of implementation
• Immutable nature of blockchain
• Visibility to diversion that may have impact on return value from the manufacturer
• Recall visibility and management
• Reduction in inventory shortages due to improved visibility and forecasting
One important factor we considered was where the FDA could help to drive adoption
and interoperability. The factor that received the most support was the desire for the
FDA to share more about future expectations as early as possible, including
governance. In addition, improved clarity around the regulations for the dispensing,
disposal and end of life regulations for pharmaceuticals is very important. There is
interest among the project participants that the track and trace requirements include all
trading partners and not only legal owners. The non-legal owners that the group found
would be the most useful to include in track and trace are reverse logistics
organizations, CMOs, 3PLs, transportation providers, hospitals and even patients. 87%
of our group felt that dispensers participating in track and trace is vital to making the
system work effectively. There is a lot of concern around the lack of standards in the
industry, and one suggestion was for the FDA to show support for a non-profit
standards organization.

Authorized Trading Partners
To guard against distribution of counterfeit medicines, it is imperative that only
authorized trading partners be able to access the MediLedger Network. The HDA has
published a set of guidelines for identifying and monitoring authorized trading partners
for VRS. While it is positive that we have a basic set of standards that can be expanded
upon for a Confidential Change of Ownership system, the standards in this case are
limited by the fact that there is no consistent way to identify authorized trading partners.
Wholesale distributors are required to have state pharmacy licenses, though the
requirements and processes for these vary from state to state. Manufacturers may have
a Health Industry Number (HIN). Distributors have a variety of other identifiers like DEA
number or 340B. The consensus of this group and the MediLedger DSCSA working
group is that the only consistent way to identify all the members of the drug supply chain
is for companies to attest that they belong in the network, gather at least one industry
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identifier from member companies, and then monitor that license or identification
number over time. However, both groups are also very clear that if an industry
identification number process existed, it would simplify many processes for them,
including identifying and monitoring authorized trading partners. While it is valuable that
we have requirements for VRS ATP, the group was in agreement that more
requirements will be needed to meet DSCSA 2023 requirements. There are more
business relationships in Confidential Change of Ownership than for VRS, and a more
complex process than verifying product identifiers.
Once companies are identified and given access to the MediLedger Network, the group
felt that monthly or quarterly monitoring would be the most useful. It is important to note
that cross industry alignment is required in order to ensure security in a fully
interoperable network so ultimately a newly established partner for DSCSA governance
(such as that being suggested through PDSA) would be best to help drive alignment
across systems.

One topic we discussed in the project group was whether or not it would be helpful to
move the ATP process to the blockchain to enable real time verification of authorization
and create one source of truth for ATP. Some project group members noted that this
would be helpful but questioned whether or not this needed to be real time and that we
should be very careful about moving this process to the blockchain when it is still not
fully established at this point.

Vision for Use of Blockchain
Solution Overview
At a high level, the overall MediLedger network architecture consists of Private Nodes
that communicate peer-to-peer with each other as well as communicating with the
blockchain through its own client that acts as a Consensus Node. The Consensus
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Nodes form a blockchain network that is responsible for maintaining the blockchain
data.

With such a network, we can create the capability of storing records of transactions on
the blockchain, while allowing the exchange of electronic data, just as companies are
expected to do today with the implementation of EPCIS messages. The power of the
blockchain record is the immutable record of the change of ownership and the ability to
have it check business rules that it is coming from the rightful custodian of that unit of
medicine before finally being delivered to the rightful recipient. The power of the network
is the ability to query participants as to the history of medicines that can respond with
full provenance in a parallel fashion, rather than needing people to answer in series.
This is critical to patient safety as it means near real time alignment on serial number
status and location versus days or even weeks that may be needed for alignment with
other types of solutions.
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A MediLedger network Private Node hosts multiple services:
● API server — This API server handles lookup request for a specific saleable unit.
This provides REST APIs to separate systems (such as ERP applications) but
also handles requests from other Private Nodes and even the Web Dashboard.
● For general API usage, this service uses a subdomain with the api-server prefix.
● If the request is coming from another Private Node, the request uses a different
hostname (with a pvs prefix) with different port numbers and different
authentication including fingerprinting of private X509 certificates.
● Web Dashboard — A web dashboard for the Private Node, which you can use to
look up products (for distributors) or add GTIN product IDs (for manufacturers).
This service is exposed with a subdomain with the dashboard prefix.
● Local Database — The internal database is implemented with the open source
MongoDB software. It stores cached blockchain data as well as admin data for
the Web dashboard.
● RabbitMQ — Messaging service.
● NGINX — Network proxy to manage incoming connections.
● Blockchain synchronization service — Every 5 seconds, this service calls out to
the built-in blockchain client (Consensus Node) to get the latest updates from the
blockchain. Finally, this service caches this data in the local database.
● Blockchain client (optionally running as Consensus Node) — When you install a
MediLedger Private Node, the installation includes a blockchain client. In the
MediLedger platform, the core software of the blockchain client is the open
source software Parity, which is an efficient Ethereum blockchain client. The
MediLedger network blockchain includes a list of manufacturers, a list of product
IDs (GTINs) for each manufacturer, and a lookup directory of which MediLedger
network Private Nodes handle a validation request for each product (specified by
the ID known as a GTIN). The blockchain client can optionally run as a
Consensus Node, which can help validate recent blockchain updates. Talk to
Chronicled Support about whether you want your node to run as a Consensus
Node on the network.
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The solution is implemented using containers but can interoperate with other solutions
via APIs:

Guidelines for Governance
We are driven by the MediLedger Network guiding principles which put industry first,
ensure equal access, and ensure the privacy of individual company’s data. As such the
governance of the network will follow these same guidelines. The governance body is
accountable for the interests of the entire network, and is responsible for making
policies, rules of conduct and operating procedures. In addition, governance will
address how the group will avoid anti-trust conflicts. Network participants will be
members of the governing body, if they so wish. The goal of the governing body is to
achieve consensus through collaboration, rather than members having specific voting
rights. In the event consensus cannot be achieved, the first approach is to modify the
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solution design to push unique requirements to company controlled private rules,
leaving rules that all members can agree upon to be codified in the blockchain. This
methodology has been very successful since the beginning of the MediLedger Project in
2017.
When discussing governance with the project group, there was strong interest in having
industry participate in the governance, and especially if the solution is a blockchain
solution. With a blockchain based solution, the solution is distributed, and the
infrastructure is owned and run by the industry. The project groups emphasized that in
this situation, industry participation in governance, or industry led governance, will be
key.
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Blockchain Interoperability
Today’s limited landscape of blockchain solutions are not interoperable. This means
that one blockchain has no knowledge of information that might exist in a different
blockchain. Using crypt as an example, the Bitcoin (BTC) blockchain exists fully
independently of the Ethereum (ETH) blockchain — in the sense that it has no
knowledge of any information recorded there — and vice versa. Blockchain-based
projects are isolated from each other, despite their attempts to support the same
industry and working with the same technology.
The MediLedger presumption is that there will be multiple blockchains which support
single business requirements (comply with DSCSA), as well as other blockchain
solutions which would benefit from integration and interoperability.
The conclusion also includes the idea that there will be multiple base layer blockchain
ledgers which will need to be interoperable (Ethereum, Hyperledger Fabric, Etc.…)
As the need to have different blockchain solutions talk to each other grows, there are a
number of projects focused on this problem (Reference: cointelegraph article)
Polkadot
Polkadot is a multichain, or cross-chain, technology. Basically, it allows different
blockchains to plug into a larger, standardized ecosystem. It was founded by
Gavin Wood, a co-founder of Ethereum.
Technically, Polkadot is comprised of parachains (i.e., parallel blockchains that
process transactions and transfer them to the original blockchain), a relay chain
(i.e., a central component that connects parachains and ensures their security),
and bridges that connect Polkadot to external blockchains.
Cosmos
Cosmos also follows the cross-chain principle. Specifically, it employs an interblockchain communication (IBC) protocol to establish blockchain interoperability.
It serves as a TCP/IP-like messaging protocol for blockchains. Since various
established blockchains (like Bitcoin) do not support IBC by design, Cosmos
uses the so-called “peg zones” to connect them to the “Cosmos Hub” — as the
project is called — a “flagship” blockchain that binds all the zones together and
coordinates communications between them via standardized languages.
However, the Cosmos Hub is a part of the larger interchain ecosystem developed
by Cosmos that can contain other entities — for instance, there is also Iris Hub,
which focuses on enterprise customers and Chinese clients.
Chainlink
Chainlink is a decentralized Oracle service. It allows for data to be retrieved from
off-chain APIs and be put on a blockchain. In other words, Chainlink serves as a
bridge between blockchains and all the infrastructure that exists off-chain: Oracle
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nodes receive real-world data, process it through the network and take it to the
blockchain. Notably, the company cooperates with the global interbank data
transfer and payment system SWIFT, used by most banks across the world.
Wanchain
Wanchain uses a different protocol to facilitate data transfers between otherwise
unconnected blockchains. Thus, instead of deploying peg zones or its multichain
analogs, Wanchain creates so-called “wrapped” tokens that can be traded on
other blockchains.
For instance, to move 10 ETH to the BTC chain, the platform would first lock that
amount of ETH on the Ethereum blockchain using smart contracts, which would
then mint 10 Wanchain-wrapped ETH (WETH) on Wanchain. These WETH could
then be traded for Wanchain-wrapped BTC (WBTC) on a trading platform. Those
wrapped BTC tokens can then be turned into the original tokens located on the
Bitcoin blockchain.
Quant
Unlike the aforementioned examples, Quant is not a blockchain. It uses
Overledger protocol, a layer that runs over existing blockchains. Overledger
ostensibly allows developers to create “MApps” — decentralized applications
(DApps) that utilize multiple blockchains at the same time — in “three lines of
code” and without any additional infrastructure. That allows for more options in
blockchain engineering. For instance, an MApp could rely on the Ethereum
blockchain for data storage while using Bitcoin Cash (BCH) for value transfer.

For pharma blockchain interoperability to be successful, it would require alignment
around basic tenets. Such as:
•

•

The ledger is not a general-purpose DB. While the blockchain can store some
data, it is too expensive to store ‘regular business data’ across dozens or
hundreds of nodes at scale. The blockchain should be used sparingly when and
only when it contributes value to the enterprise solution stack.
The base layer blockchain ledger should only be used to perform services where
it has a natural comparative advantage over other technologies. Using the base
layer technology for purposes where it does not have an advantage is like using
a frying pan for pounding nails or a hammer for frying eggs. For blockchain, the
areas where it has a natural advantage includes serving as a system of record
for regulatory record-keeping, master data synchronization, digital asset
exchange, business rule enforcement, and decentralized multi-enterprise
business process automation.
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Summary/Next Steps
The MediLedger FDA Pilot Project has shown that it is feasible to use a blockchain
based solution for compliance with The Drug Supply Chain Security Act (DSCSA)
requirements related to the interoperable, electronic tracing of products at the package
level.
Based on business requirements and guidance from our project team, we developed a
blockchain-based system for tracking the legal change of ownership for prescription medicines,
and we have drawn the following conclusions:
● Industry stakeholders currently use the GS1 Standard Electronic Product Code
Information Services (EPCIS) solution (level 4 system) to meet the DSCSA mandates.
Through this project, we have shown that blockchain has the capability to be the
technology underlying an interoperable system for the pharmaceutical supply chain, as
mandated by DSCSA. When using a single blockchain solution, transaction throughput,
speed, and reasonable cost can be achieved to meet stakeholder needs.
● Data privacy requirements of the Pharma industry can be met using “zero knowledge
proof” technology, where all transactions posted to the blockchain are fully obfuscated,
ensuring no confidential information or business intelligence is shared. The design
allows for nodes in the blockchain system to be hosted by multiple unique parties while
maintaining strict transactional privacy and still ensuring immutability of the
transactions.
● A blockchain system can be capable of validating the authenticity of product identifiers
(verification) as well as facilitating the provenance of saleable units back to the
originating manufacturer.
● The authenticity of the drug transaction information can be confirmed with each
transaction allowing for expedited suspect investigations and recalls.
● The group believes that should a blockchain ecosystem be created as a possible
solution to the DSCSA interoperable solution requirement, it should have an open
system architecture with an appropriate governance to oversee the function of the
system and ensure compliance with industry agreed business rules and standards of
operation.
● Governance should come from the industry itself
● The trust established by a blockchain system can be leveraged for a myriad of
additional business applications to the pharmaceutical industry, allowing for
compounding benefit for this industry once such a platform is established.
● As we see from every step of implementation of DSCSA, this is a complex solution that
will require a stabilization period. The implementation date and the FDA enforcement
date could be separate and planned in advance.
● The long-term success of a truly interoperable blockchain-based solution will require
strong participation and adoption from all industry stakeholders (manufacturers,
wholesalers, dispensers, service providers, etc.).
● There are clear challenges with making disparate track and trace systems
interoperable. The project group is concerned that no standards currently exist to make
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the multiple systems interoperable, and without appropriate standards, it is not likely
that disparate systems can be made successfully interoperable.
As for next steps, the group identified a number of factors that would increase the chances of
success in implementing the 2023 DSCSA requirements. First, there are at least four sets of
standards that still need to be developed; messaging (EPCIS updates), system interoperability,
APIs, and authorized trading partner identification. The group is also very clear that
implementation and usage throughout the industry will be simplest if the industry uses a single
neutral platform for track and trace, one that ensures confidentiality and trust throughout each
step of the supply chain.
In general, there are a number of industry problems which are the result of inefficiencies
between trading partners, failures in cross-company communication, and the reliance
on antiquated technology which is used today to exchange information. Protocols which
utilize blockchain can be established that groups of companies benefit from participating
in together, enabling enforcement of cross-industry business rules. The vision is that
these protocols are not in principle controversial agreements; on the contrary, they
simply put in place the pipes that allow industry improved capability and reduced friction
to do business with their trading partners in any way they best see fit. Compliance with
DSCSA is just one use case.
There are recurring patterns where the MediLedger Network with blockchaincomponents can add value in the context of a multi-enterprise business network:
•

•

•

•

Data Synchronization- The use of a blockchain as an industry utility for
accuracy and completeness of data files. The Synaptic Health Alliance’s provider
directory data sharing initiative is an example of this design pattern. Proof of
Authority (PoA) consensus creates strong guarantees around master data
synchronization.
Asset Exchanges- The use of a two-sided market for the exchange of digital
assets that have value for buyers and sellers / curators. Product identifiers serve
both as digital IP and as an endpoint in an operational messaging so that they
can actually be transferred under the M&A scenario when a seller sells a
molecule to the buyer without interrupting the operational performance of the
system.
Multi-Party Business Process Automation- The foundational use of a shared
source of truth between transacting parties in a business process for the purpose
of automation, operational intelligence, and model innovation. A decentralized
business process for sending and responding to drug verification requests means
that hundreds of companies can participate in a mostly closed loop process that
upgrades trust and security in the supply chain in an automated and efficient
format.
Business Rule Enforcement- With zk-snarks plus smart contracts, we can use
the blockchain as a neutral regulator, inspector, or enforcer of industry-wide
regulatory rules and business rules. For example, we can create a rule like, “only
Mfg A is allowed to commission or send SGTINs containing Mfg A’s company
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prefix” or “an SGTIN can only move forward in the supply chain if it originated
from a licensed manufacturer and if all prior transfers between trading partners
on the network followed the rules and were valid. Used in this way blockchain
plays the role of an army of tens of thousands of clipboard carrying inspectors,
inspecting and approving every transaction, to ensure that the letter of the
regulation is followed. What’s even more exciting is that with zk-snark we also
gain the benefit of 128-bit encryption applied to the payload of every transaction
which proves to be a very strong data privacy solution also.
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